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e Do rootkits alleviate Hé‘“ﬂee for data |
hiding? / o

o NOII \

o . Rootkits hide data on a)live System; 1
e Eidijng ?_ﬁom forensic/offline analysis is much
arder

e What If the rootkit Is, entirely memory-based?
e Offline diskeanalysiswillfnetfind it
o N0 rebopL PErSISIENC

e SOMme teChRIquES el
storage

(_/, e “The. patient

. |
<) / _
YVAOINICOVENTL, Persistent




rllstary o Peitel mllelple)

e Information Hﬁdi? is Old News 0
o Writing with invisible ink o |
e Hiding data on com})uters IS often Just

" a modern day application of existing
principles; L
e [hree mea Jories of data hiding:

e Out-of=Bana
e IN-Banc

(-/’QA
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e Definition: /
: - \K:/

e The portion of dium that Is.outside
the normal specifications for that medium

T SYiie Wedla Management” Layer | :
e Examples:
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~ e Definition: -‘ a/ ) | L
e The portion of edium that is-inside the

‘normal spemflcatloné for that medium.

/T The >F//e System” L/ayer \ /
e Hidden data must not break the format of

the spec fication




NISLOR/ACINPDALEANSIEIRNG

Aoulicaitjon Layer
e Definition: " - | L
e Hiding|in a higher-level format specification
e Often a subset of In-Band| Data Hiding viewed at
/ T Va diffe\re}nt level of granularity \ J

e Examples:
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e Well known to E%ﬁé‘ic ools: \%5/

e Forensic tools will specifically loek for
‘knoewn hiding methods

/ ) Alte}rﬂative __..ﬁle- Strgéms \ J
e Slack space at the end of files
® A SII11G5S a raw disk will find

anomalies noairecy, iden
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e “Coloring Outs/a’e the. Lines”. ) \%5/
e Strengths

e Being outside the boundaries usuallyhﬂts In
/' being overlooked | \ J

‘e There is often a large amount of: space available
e Hard tordiscover without special tools
e Resilient

e \\Veaknesses
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e ”Co/or/ng n t/)e ?/007(5\51 74 Crannies \M
o Strengths ~—

/o e Usually easy to acc&ss with existing tools f-

e Follows the specifications \
e Less devious?




T Agoligatan Eayee Arelysis

e “Splatter-Painting the Canvas” | \%5/
e Strengths f : ~—
e Hiding in plain sight )
/e Often Fard to detect \ J

° Weaknesses




b3 EnCase Forensic
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ERCase — Slacker.exe

EnCase Forensic EE&E
 ——

This is our ube:
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e Determine constrain | -~
e How much space: Is needed? \v
e \What type of access |S~2equwed’? \

e How sensitive |s hidden data?

T, Decide \MﬂlCh hiding category best fits the /
constrai

own hidiﬂg methods

nts
e ook foﬁ‘r /]
210|0)

e Study. e clrua rnr.lmg Lecnrno‘ ES
- o Find unused resenvedfersiackespace \\




ARNEESHOVERIEW

e Standard file s&/sté’m on-Windows NT,
Windows 2000, Windows XP, aq\
upcoming Wl@dOWS)Vlsta

/ 'o"*----l\/laster\EiIe Table (MFT) \

e Every.file or directary: is an ent[y In the
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e Each entry is of fixed size | L
e Defined in the boot sector
e Each file and directory usually rquR‘S*one

/ entry bi}t\can span multiple entries 'ig‘ needed |

e Information about anfentry IS stored as
attributes .

o Has per sector fixeupryiesiiordetect defects
/_,/ e [astit ored in header

Of eVEryreadiand write. "_\
N i




WIETE AEifleLf

e Attributes have diffe réhtiyps | L
e Some attribute typ can be repeated |

o Duplicate $DATA attrlbtntes commonl\ﬁ:ﬂied
/ o Altern“at\e File Streams / (

e Directories entries stored as individual é{ttrlbutes
e Each attribu € can e named, compressed

resident
e Resident attributesistoredwitaimMET entry
/_,/ e Non-resident: attriput '

. (extent: r‘\
H\'h-.. i
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e All entries have -‘ /
o $STANDARD. INFORMATION

e Stores timestamps, &Nnerij, security 1D, etc\\

C

o SFILE. NAME

e Name:by which,,-én entry is'’known, size, and cre?te/rename f
timestamp, /

o DOS 8.3 name storedlin'asecond SFILE. NAME attribute
e Directories fia attributes to improve

- o Mostrattrii Jlergbackward compatibility.
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»ra e A
MFT Entry Header e Type
Length
nade Resident Flag
Name Length
Magic Name Offset
US Offset MFT Attribute Flags
US Size ID
LSN Attribute Length
Attribute Offset
SENINE L T MFT Attribute e
L ' Attribute Name
Attribute Offset
Flags
Real Size MFT Attribute .
Allocated Size o Reside Attribute Data
Base Entry Number A " .
Next Attribute ID 2 U 1Vig : A H =
Reserved =
Entry Number [ Type
US Data . C=ii
Resident Flag
Name Length
Name Offset
Slack Space Flags
1D

Data Run Offset

Attribute Name
Data Run




e MIETT arlir|as

f'_.__..--"

e Reserved space wit‘hin S '" \%5/

e Many small unused areas

e 2 bytes reserved in e(very entry header \

e 4 hyte reserved in residentzattributes
/ e e Up to\14 bytes are reserved in non-resident att'r'\butes f
- o All attr?butes are 8 bytes aligned
e Each file typically has 32 usable bytes

e Files and|dIfect ess th§ﬁf 450 bytes of

bytes per MET entry

™

|

o Almost 600 bytes perentiy!

o
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e Common concerns
e Entries may be deleted
e Entries zeroed on allocation \
/e Reserved Space |
e Might cﬁange. in future versions of NTFS
e Normally these bytes are zeroed

-

o Commonlyizerebutnetalways

_ StrAKedUENIGOMYem resident to non-
resident, but canit:geeackitaiBeEg|resident
go to non-resident,

) AllTilULes CarBETEMOVEd | ’_\
T J




e Many files are rarely Odlfled or. deleted \‘x@/
Operating system files (drivers, .inf, font, anh*aeLo flles)

Most installed application files are only read e

[

' /
/ - e |fit ha\rﬁ‘lver been modlfle,él It most likely never will be |

°

Files that have been around for a long time are' rarely
deleted

® Non-resickn't ttributes can never become resident

o Summary
e Non-reside
e Have never been modified

(_/f e Old
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- e How much spAc)e/(s a\‘/auble?
P

e Base Windows Professional istall has
“over. 12,000 MFT en}rles s

/o e Typlcél systems have over 100,000 MFT /
entries

e Not all ent

|es aressa:

2 {0 use, but testing

— 36,000, oo 0/ s




Addlienall Issues

Critgldirie)

e Small scattered éhuyﬁﬁéﬁr 10t very useful L
e The mapping problem:
e Need an interface that can map Iargé?lc??:‘ks-.or _
Vi _ streams across:many Qﬁunks J

"o No matter what space is being used it éhould look
like one, contiguous block to higher-level
applications: :

e Mapping shiculd e dyRammic /
e Users willfdeleterald filesiand directories and add
New GNes |
- o Might lose datarerfneed L) USEre

dditional entries




Addlienall Issues

EflCryarion

~ e Data can be found JIoy fle’gfa’ﬁng_ e raw device \%5/
e Detected data can stiabe protected :
e How good is good enougﬁ)’)

o XOR |
/ e BIOWfiSh *" : 7 \ {

o LRW-AQ(I;Iarrow-block Encryption)
e Encryption plus; Integrity




Aeleljtloplel]

Crizinigje Tree ,<|ng/

- e What héppens whé'ﬁWin OWS Update’s\\/,

an entry you are/ using? \

e NTES only changes }vhat It needs to
chanﬁé / - \

e Might Iose some but not all of your data
e Keep extr COpIes

*enough?
e Do your clianges get noti -o by NTFS?




Addlienall Issues

Uszility

-~ e How is the data pf@sénted to the userL
e How Is the data(pr jented to the@s7

/e Use sta\r:gdard mterf CEes J
e Prevent the need to rewrite appllcatlons
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Oni-Disi¢ linol2rgnterion)

e Format ) E " \5/
e Scan MFET Table for suitable entries "

e Non-resident files that have not been moﬁ]ﬁe,d Within
the last year Z

7 S Calcu\§ how much Sp
entry.

o D|V|dé\space into 32 byte chunks

ce is avallable\n &ach J

i

e Check tiienast: ;,2 Q/[.;:_, o)f 2y eﬁtry to see If It
' idrehun |
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e Advantages " n{ b ‘ \5/

/

e Mo ﬁgatlon detecti

e Disadvantedges

e Unlimited redu §y S~
"o Localization of data cornuption

o Easy%*r | eplicate individual
chunks, effdata
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e Stackable block hev'éﬁ\terf ca \6/
e Easy to update am{ add new features
e On disk format can eas}'ly change ™~
/ 'o"*--User-spEt}e Ap_piic'atior{ Lilbrary. )
e Can be linked to and used by any application
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2 DEEcHRENIESIARGmE)

e Current forensﬁc tcdeé\tf at the MFET as

a black box :

e [here is a negd for forensic toom'etter
/T underé_;and .f'lleksysftém structures, /

e Forensic Analysts do not often have the
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e “Hiding -throudh Obscurity” only buys L

you time
/ e VMany other unexplcﬂred data storage f
areas : \

e Hiding access tools Is still a problem
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/ | ~ forensics — )‘ ._ 5 (
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