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Hello and welcome to another HC manual.

In here I am going to explain how easy it is to crack unix password file under certain conditions…

Well to start with I must say that this manual is totally intended for guys new to Unix or *nix (it means all the Unix variants like Linux , OpenBSD, Slackware Linux, Mandrake Linux etc).. Guys experienced to Unix will definitely find this manual quite lame..

Further this topic has been covered by  thousands of writers all over the world and in most the Internet Security based website like http://www.astalavista.com , http://www.unixhideout.com you’re gonna find an article on this topic... Its one of the most common topic in which manuals have been written by various writer intended both for newbies and Unix experts..

Anyway I am still gonna write on this topic in order to explain and make things clear for the interested readers.. further I am going to summarize most of the topics available in different unix manuals related to hacking..

I suggest, you must have a good conception of cracking unix password file cause it’s the ultimate step towards hacking into a Unix System…. Cause after getting the password file you need to crack it and get the password in a decrypted form other wise your hard work of getting the password file is of no use..

Now to start with I must say those who are not accustomed to Unix and are generally familiar with windows only.. must install some variants of Unix preferably Linux (Red Hat or SUSE or Mandrake or other Flavours) and get familiar with Unix…. Learning to work in Unix environment is almost a must for Hacking..  

In this manual, apart from cracking the unix password file I am also gonna lay stress on some features of unix systems essential for hackers and also small hacks related to unix..

BASICS OF UNIX (I’ll explain mainly Linux cause it’s the choice of beginners)

Well unix as you all know is an operating system which has a lot of variants (I wont go into much details about the different variant of unix and the workings and needs of them). 

Further it is the operating system the source code of which is freely available for download on the internet cause the author grandly welcomes you to edit it and make the *nix community improve unix.. so if you are a unix guru.. or have a good deal of idea about kernel programming and things like that… you can put ur name in the *nix community by editing and modifying unix..

Anyway lets come to the very basics of the workings of Linux totally intended to those who are really really new to Linux..

Well by definition , Linux is a multi-user, multi-tasking Operating system which maintains user accounts of different permissions and uses username-password authentication type for authenticating a valid user into his account..

By permission I mean the authority of a particular user to read, write or execute particular files or directories.. since it is a multi-user operating system the system administrator can easily configure it accordingly to restrict the permission of certain class of users.. generally the ‘root’ is the account of maximum permission. Speaking briefly this account is not even used by system administrators on regular basis.. they mainly use it for system configurations.. so if you somehow  made yourself into the root account then ur the boss.. you got the system baby.. you can do whatever you wanna do with it..

Different accounts have different home directories, shell may be same or different.. , different user ID (UID) but one thing may be common in between two users and that is the GID (group ID).. System administrators often divide the users of a system into groups and then create respective permission for each group thus making his task much easier and quicker..

This is evident from the password file of Linux.. by default Linux stores its password file which is store in /etc/passwd

Use cat command to view the passwd file..

$cat /etc/passwd 

abhisek:wrhwfhsfhslfhlsffhsfhsf:1:3:Abhisek Datta (admin):/root:/bin/bash

beginner:sjfhsgfjgfsjgfjgsff:1:2::5:Account for Beginner:/root/beginner:/bin/bash

 [ a typical example of a line taken from the passwd file of earlier versions of linux]

$cat /etc/passwd

abhisek:x:0:1:Abhisek Datta:/root:/bin/bash

beginner:x:1:2::5:Account for Beginner:/root/beginner:/bin/bash

[a typical example of a line taken from the passwd file of the latest versions of linux and also other variants of unix]

thus the basic format of Linux passwd file is :

username:encrypted password:userID:GroupID:Account Description:Homedirectory:Shell

Evidently most of you people have figure out the difference in the password file of earlier version of Linux to the versions of present… the encrypted password is replaced by a ‘x’

Let me tell you something.. previously.. the Hackers of the past used to find out this kinds information using their efforts and skills, by trial and error method, using their incomparable intelligence.. but now we people.. what we do… do nothing but to read others manuals and study it, research on it and then write a manual on it according to our knowledge and things we have found out..but the very basis of our knowledge comes from the accomplishments of the hackers of the past—The Legends.. this is a fact which we cant deny..

Since now it is quite easy to learn hacking (by definition hacking means..finding out loopholes in systems and bugs in programs that can be exploited..and the term hacker means a person of wide and advanced knowledge of programming.. plz note.. this definition is by far from over) (I have realized the real meaning of the term hacker.. so I don’t consider myself to be a hacker yet) nowadays cause there are so many books and manuals around us to learn.. so I think the security must be improved to a large extend so that we can do something by our own.. we can make our self proud in our eyes… 

Lets come to the point.. sorry for moving out from the topic but I think its necessary for you people to know the real meaning of hacking..

Any way in the recent versions of Linux (or better to say in most *nix variants..since I am mainly concerned with Linux. i’ll tak about Linux only) the encrypted password is replaced by a ‘x’ or a ‘*’…

This method is called “Password Shadowing”.. 

According to this method the encrypted password is not stored in the /etc/passwd file instead it is stored generally (not always and system administrator can easily change it) in /etc/shadow file.. the place of encrypted password in the passwd file is replaced by a * or a x .

Well for cracking the Linux password file you need to  get  this encrypted password and use any password cracker like ‘John the Ripper’ or ‘Cracker Jack’ etc to crack it by a method called dictionary attack (since the both the tools uses dictionary containing a number of possible password to crack the encryption) or by using brute force method.… this is just a brief over view.. I’ll explain it more clearly later on..

Well I guess you are now familiar with the Linux password file and the format of the password file including the very recent password shadowing security feature of Linux.. I’ll come to the topic of cracking the Unix password file later on which is the main point of this manual.. but I guess I should reproduce a small hack of Linux which I came across recently..

THE RUNLEVEL HACK

Note: to execute this hack you need to have physical access to the target system…

So.. you have a Linux Box (Linux based computer system) in your school and your computer science teacher has restricted your permissions in order to restrain you from accessing the files of other students but still you want to get root in the system.. well from my practical experience if you somehow manage to get root in your school computer running Linux (or may be other variants of *nix) then you’ll be regarded as almost a Linux Guru by your friends.. right ?? (( aint in cool ??

Well lets see how can you make yourself a Linux guru in the eyes of your friends (ofcourse considering that you friends are also really really new to Linux they)

WHAT ARE RUNLEVELS ?

To start with I must first explain you what the hell  ‘Run Level’ actually is in Linux. Well to be very brief, Runlevels are nothing but sequence of shell scripts which are executed during the system startup and system halt.. its kinda similar to batch file in windows..

To be more clear, Run Levels are sequence of predefined shell scripts or shell commands which are executed during the boot process of Linux and during its shutdown process..

You can find all the runlevels in /etc/rc.d directory..

Inside /etc/rc.d directory you will find the directories of each runlevels and are named as rc0.d , rc1.d ,rc2.d .. rc0.d stands for runlevel1 and so on..

Get inside these runlevel directories and you’ll find a lot of shell scripts..

Note: I have tested this method in Red Hat Linux 7.2.. Things may be a little different in earlier versions..

There are altogether 7 runlevels..

RUNLEVEL                                  FUNCTION

RUNLEVEL0                                 SYSTEM HALT
RUNLEVEL1                                 DIRECT ACCESS TO ROOT WITHOUT                

                                                  PASSWORD…its analogous to safe mode in                    

                                                  windows

RUNLEVEL2                                 I DON’T KNOW EXACTLY

RUNLEVEL3                                 I DON’T KNOW  EXACTLY

RUNLEVEL4                                 I DON’T KNOW EXACTLY

RUNLEVEL5                                 REBOOT

RUNLEVEL6                                 BOOTING UP THE SYSTEM.

Well the functions of  RUNLEVEL1 seems to be pretty interesting.. right ??

So in this hack we are mainly concerned with RUNLEVEL1..

You can execute a runlevel from the console using the init command..

$init 1 <this will execute runlevel1>

$init 2 <this will execute runlevel2>

   and so on..

note: Users ONLY with root privileges can run a runlevel from the linux console..

Well now its time to take advantage of runlevel1 and get into the root..

Boot up your Linux Box with the linux startup disk.. (booting up the system using startup disk in order to get the boot prompt)

Now at the boot prompt type : linux1

Boot:linux1

This will boot your Linux using the runlevel1.. and thus your in.. you are now into the system as the root..  now you can view and edit the passwd file.. view and edit the shadow file.. you got the maximum power on the system.. play around with it..

Please Note: If you have any graphical interface like KDE or GNOME as most Linux boxes now have… then it wont be available in RUNLEVEL1 mode.. I mean if you boot  in by typing linux1 at the boot prompt ie by executing RUNLEVEL1 then you’ll only get a black screen with a prompt with root privileges.. you have to do things by executing commands..

 Now if you want to add a user use the following commands :

$echo abhisek:x:0:50:Abhisek Datta:/root:/bin/bash >> /etc/passwd

(Did you understand what the hell I wrote above ?? .. if yes then skip this.. if no read on..
 well I have printed the line abhisek:x:0:50:Abhisek Datta:/root:/bin/bash using the echo command, the line is a standard format found in passwd file and then I have redirected the output of the echo command in the passwd file so as to add a user (UID 0, GID 50)… kinda backdoor like thing.. )

To view the password file:

$cat /etc/passwd

To view the shadow file:

$cat /etc/shadow

To edit the password file or shadow file:

$vi /etc/passwd or /etc/shadow

now once you are done.. just type init 5 to perform a normal boot.. (I guess you understand why I typed init 5) and return back to your graphical interface..

Tips for system Administrators :

Well now you can definitely see that RUNLEVEL1 is like a vulnerability (its not at all a vulnerability in fact) which exist in you Linux Box.. so you must disable the RUNLEVEL1 or play some tricks to fool the lamerz.. in order to prevent them from getting root in your system.. one trick you can play is  copy all the files of one runlevel into another thus interchanging the features of two runlevel.. for example copy all the files of RUNLEVEL1 (ie.. all the files in /etc/rc.d/rc1.d directory) into RUNLEVEL3 directory and vice versa.. this will alter the functions of the two runlevels.. thus on executing runlevel1, runlevel 3 will be executed and vice versa..

You can also use linuxconf (Linux Configuration Option) to disable certain runlevels..

Hope you have understood this RUNLEVEL HACK clearly.. it’s a simple subject but needs a clear conception for advanced hacking.. anyway even though if you have any problem or query please feel free to write me at abhisekdatta@hotmail.com 

CRACKING UNIX PASSWORD FILE 

Now its time to explain the most important part of this manual.. ie cracking the Unix Password file.

Once you have got the password file you need to crack the encrypted password to get the decrypted one.. or else its useless..

For hacking you must have a basic conception of cryptography.. in here I’ll explain a little about encryption-decryption..

Now what is encryption ??

Encryption is nothing but rearranging the actual text along with special characters so that It cannot be read by intruders.. (the definition is just a brief one and is way far from over)

Previously encryptions were pretty simple..

For example if I have abhi as the password, then probably its encrypted form would have been something like habi.. nothing but rearrangement.. crackers by means dictionary attack (explained later) easily cracked it to form abhi..

But as I said earlier.. since Hacking has become so easy to learn  cause there are so many books and manuals.. then the security must have been improved to a large extent..

With the development of encryptions like PGP (pretty good privacy) and the altered DES (data encryption standard) which is used in case of the password file of recent variants of *nix.. life has become almost hell for average crackers..

Now the encrypted form of abhi encrypted using altered DES encryption will look something like :

Wrh867r8w67r83e97fd86f8dy8fdyr309y93jsdifhdhidyg98d76v0d7d

So tell me is it possible to crack this password just by permutation and combination.. certainly not.. If you have the algorithm of the DES encryption standard and you sought to write a program (probably a C program) to crack a DES encrypted password just by reversing the methods used for encryption.. then sorry pal.. you aint got the ball in your corner.. You LOSE HONEY.. better luck next time.. 

So do you mean to say that such encryptions cannot be cracked ??

Certainly not.. how hard the encryptions may be but its not quite impossible to crack it.. the only thing.. the methods may be different in different cases..

In case of encryptions like PGP , altered DES , MD5(probably) which cannot be cracked by reversing the methods of construction algorithm.. you need to have a key to unlock yourself into the world of success..

Let me explain to you how this encryptions works..

When these encryptions (by these I mean encryptions like PGP , DES etc) are made, a key is also made distinct to each encrypted password or text which is used for its proper decryption in the legal way.. 

So for cracking these encryptions you need to have crackers which generates randomly guessed passwords to match the key of encryption either by Brute Force Method or by dictionary attack..and when it succeed to guess the right password it stops and returns the password to the user.. 

Hacking Funda

In the last few days I am getting mails from HC members and peoples asking me to try Munga Bunga Brute Forcer and they are telling me to get a good dictionary file and try brute force hacking… 

Does this statement makes any sense ??

Absolutely not.. Brute Force hacking and Dictionary Attack are altogether different.

Brute Force Hacking:

In this case you have to define to the software the maximum characters of the password and also the type of the password ie. alphabetical or numeric or alphanumeric… now what the brute force softwares does is generate random passwords from Charecters A-Z and Numbers 1-9 with a maximum limit of size specified by the user.. and tries to match this generated password..

Dictionary Attack:

This is pretty simple.. in this case the software has a file called dictionary file which contains thousands and thousands of passwords.. it matches each and every password in the password file to crack the encryption or find out a password for a particular user name.. if the actual password is found. It returns it to the user..

For example if you wanna hack your girl friends web based email account by dictionary attack and you know that her password has something to do with love then just download a dictionary file with the topic ‘love’ and go for a dictionary attack..

You can also go for brute forcing but its very very time consuming..

HOTMAIL HACK USING CRACKERS

Just visit this link:

http://www.hotmail.com/cgi-bin/start/username_of_the_vitim
what you’ll see is a pop up box asking for username and password.. so use a good cracker program which has both brute force and dictionary attack facility and go for any one of the methods..

note: this is not at all a fool proof method.. I haven’t tried it..

now I guess you have a clear idea about the altered DES encryption and how can it be cracked.. and workings of crackers..

now what else.. get the passwd file from /etc/passwd and put it against a cracker..

there are thousands of crackers available for download which powerfull enough to try 1000 passwords per second on modern computers..

I use John The Ripper.. though usage is a little complex but its very good in Windows platform..

Just download John The Ripper and read its manual and I am sure you’ll learn how to work with it..

Hacking Funda

In case of altered DES encryption used in UNIX password file.. generally the key is formed by the first 8 charecters of the provided password..

That’s it for now guys and gals..if I am lucky ( 

Hope you have enjoyed your beginning into the world of unix passwords and crackers and encryptions and all that..

Though this manual was totally intended for the unix beginners.. I aim at writing another article on Unix which will contain some advanced hacking and exploits..

Please write me about your comments regarding this articles..

If you find any mistake in this manual please let me know about it..

Abhisek Datta

http://hackersclub.focusindia.com 

abhisekdatta@hotmail.com
It is better to be described as a hacker by others than to describe oneself that way. Hackers consider themselves something of an elite (a meritocracy based on ability), though one to which new members are gladly welcome. There is thus a certain ego satisfaction to be had in identifying yourself as a hacker (but if you claim to be one and are not, you'll quickly be labeled {bogus}). [...] [or most commonly, the most used term in these circumstances is "lamer", even if next versions of the Jargon File use this term in a slightly different context]

“HACKER BEING by Valerio "Elf Qrin" Capello”
