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Synopsis

PGP Plugin for Lotus Notes is a new product by NTS Consulting that enables Lotus Notes users to conveniently encrypt outgoing messages/attachments using the PGP standard, and to decrypt incoming electronic mails that are PGP-encrypted.

Since Lotus Notes itself already incorporates built-in encryption, why do you still need to use PGP? There are two reasons. Firstly, it is against US laws to export products which incorporates strong encryption. Hence, if your company is located outside of North America, you are basically limited to 40-bit weak encryption in Lotus Notes.

Secondly, even if you are located within North America and are able to use the 128-bit encryption within Notes, there will be many instances where you have to communicate securely with external parties over the Internet who may be using SMTP or other messaging systems. In this case, the de-facto standard is PGP.

The standard PGP program sits in the Windows taskbar and requires many steps in order to encrypt and decrypt message text and file attachments. PGP Plugin for Lotus Notes makes it more transparent and convenient for the user to perform encryption/decryption within Lotus Notes. This will reduce the number of circumstances where important messages are sent over the Internet without first properly securing them due to the inconvenience of doing so.

System Requirements

The system requirement for PGP Plugin for Lotus Notes are as follows:

· Windows 95/98/NT

· Lotus Notes Version 4.5.x to 4.6.x

· Pretty Good Privacy (PGP) Personal/Business Edition Ver 5.x

PGP Plugin for Lotus Notes is not a replacement for PGP. It merely makes it more transparent and convenient for Lotus Notes users to encrypt/decrypt using PGP.

Limitations

As PGP Plugin for Lotus Notes needs to cater to the wider objective of secure communication with third parties on diverse messaging systems, rich-text are converted to pure ASCII-text during encryption. Embedded objects such as pictures etc. are ignored. File attachments, however, are handled automatically.

Installation

Installation of PGP Plugin for Lotus Notes is very easy. First, you must follow the instructions below to create an updated template based on your existing mail template (normally mail45.ntf or mail46.ntf, but some organizations do enhance on the generic ones provided).

1.
Copy the supplied “PGP Mail Template” (pgphook.ntf) into the \notes\data directory.

2.
Add “PGP Mail Template” to  the Notes Workspace using "Database... Open...".

3.
Make a copy of the existing mail template (eg. mail45.ntf or mail46.ntf) in the \notes\data directory using “Database… New Copy…”. Call the new copy pgpmail45.ntf or pgpmail46.ntf.

4. 
Add copy of existing mail template to Notes Workspace using "Database... Open...".

5.
Rename copy of existing mail template by right-clicking on it and select "Database Properties". Change the "Title" to "PGP Mail (R4.5)" or "PGP Mail (R4.6)".
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Under the "Design" tab, change the "Template name" from "StdR45Mail" or "StdR46Mail" to "PGPR45Mail" or "PGPR46Mail" respectively. Changing the template name is important as it will make the template unique.
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6.
Now, double-click on "PGP Mail Template" to open it. Click on "Design", then "Subforms". You should see a subform called "PGP Plugin". Select by single-clicking. Then choose "Edit...  Copy...". Close the "PGP Mail Template" by pressing <ESC>.
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7.
Then, double-click on "PGP Mail (R4.x)" to open it. Click on "Design", then "Subforms", followed by an "Edit... Paste..."  operation. You might be prompted with the following warnings:
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Answer "Yes" to this question.
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Answer "No" to this question.

8.
Go to “Forms” under “Design”, and double-click on “Memo”. Now, select “Create… Insert Subforms…” immediately and choose “PGP Plugin”. The “PGP Plugin” subform should be embedded right at the top of the “Memo” form.
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Now, do the same for the “Reply” and “Reply with History” forms.

9.
You are now ready to use the updated template you have created. To prepare any mail database for use with the PGP Plugin, simply choose “File… Database… Replace Template…”, and choose the updated template you have prepared. Remember to select “Inherit future design changes” when you replace the database design.
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Now, copy the supplied pgphook.dll into the \notes directory, and you are ready to use the PGP Plugin for Lotus Notes.

Encryption

Using the PGP Plugin for Lotus Notes for encryption is quite simple. Create a new memo using “Create…Memo…”. You will be bring up the new memo screen with an extra action button called “PGP Encrypt/Send” on the right of the button bar.
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Now, type in the recipients, subject, message text etc. as you normally would, and click on the “PGP Encrypt/Send” button. You will be prompted with the following options box:

[image: image9.png]Encrypt options

1B ot atach own public key! oK

" Attach own public key as text

Cancel

€ Atach own public key as attachment

R Enciyptfile attachments





You can attach your own public key as part of the message. You can also choose to encrypt the file attachments or leave them unencrypted.

After this, you will be asked for the passphrase for your private key. This is required because all outgoing messages encrypted by PGP Plugin for Lotus Notes are signed as well as encrypted.

If all goes well, the message will be encrypted, signed and sent on its way to its recipients after a short pause with the full comfort of security.

Decryption

When you open a PGP-encrypted mail, you can use the new “PGP Decrypt/Verify” action button to assist you in decrypting the message.
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If there are attachments with the email, you will be asked if you want to attempt to decrypt the attachment as well.
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If the attachments are large and you are eager to just view the message text first, you can save a lot of time by choosing “No” because the attachments will not be downloaded from the server.

You will then be prompted for your passphrase, after which you will be notified of the person who signed this message. In this way, you can be sure of the authenticity of the message.
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At this point, the message has already been decrypted. If you have chosen to decrypt attachments as well, a “Decrypt attachments” dialog box will pop up and allow you to individually process the file attachments. 
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The “Decrypt” button is for encrypted file attachments. You will be prompted for a location to save the decrypted file, after which you will be asked whether you want to automatically launch the decrypted file using the associated application.

The “Detach” button is for file attachments which are not encrypted. Its function is quite similar to the “Decrypt” button.

Finally, the “Process public key(s)” button is for file attachments which are contains exported public keys. You will be shown the list of public keys and allowed to import/sign all or some of these keys.

Back in Lotus Notes, you may click on the “PGP Reply with History” button to create a reply based on the decrypted memo. This quoting format is based on the Internet standard (using ‘>’ marks), and file attachments are not included. 
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Key Matching

To encrypt or sign a message, it is necessary to obtain the private key of the sender and the public keys of the recipients from the PGP keyring. This is done by matching the Lotus Notes name of the sender/recipients when they are present, or by matching the email address when the Lotus Notes name is not.

For example, you may send an email to “Thomas Revin” and “jyadon@email.com”. The plugin will find the public key for the former based on the PGP key name, and the latter based on the PGP key email address.

If for some reason the plugin is unable to locate the public key, it will pop up the list of all keys for you to select. The same will occur if there is ambiguity; for example, if you have two “Thomas Revin” in your PGP keyring.

